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ABSTRACT (ITA): 

Lo scritto offre delle riflessioni sulle prospettive di sviluppo della sanità elettronica stimolate 

dall’esigenza di fronteggiare la pandemia da Covid-19, prendendo in esame, in particolare, strumenti 

quali la telemedicina, la cartella clinica elettronica, il fascicolo sanitario elettronico, la ricetta 

dematerializzata e le app di contact tracing, l’uso dei quali tutti apre nuove opportunità tecnologiche 

ponendo, al contempo, la necessità di affrontare diverse questioni giuridiche, fra cui spicca la protezione 

dei dati personali 

 

ABSTRACT (ENG): 

The paper deals with the prospect of developing e-health inspired by the need to face the Covid-19 

pandemic, by examining tools such as telemedicine, electronic medical record, electronic health record, 

electronic prescription and contact tracing apps, the use of all of which offers new technological 

opportunities while raising the need to address several legal issues, one of which is the protection of 

personal data 
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[SUMMARY: 1. Introduction; 2. The notion of “telemedicine”; 3. Challenges for the development of 

Telemedicine; 4. The advent of contact tracing apps; 5. Common profiles concerning the protection of 

personal data] 

 

1. Introduction 

In recent years there has been a strong development of e-health, which has gained further momentum 

following the spread of the Covid-19 pandemic. E-Health is the cost-effective and security-effective use 

of information and communication technologies (ICT) in support of health sectors, including health 

services, health surveillance, health literature and health education, knowledge, and research. It is 

characterized by the use of organizational methods and specific tools, such as telemedicine, electronic 

medical records, electronic health records, electronic prescription; in more recent times, contact tracing 

apps have been added to these. The use of such technological opportunities also entails the need to 

address several legal issues, among which features the protection of personal data. 

 

2. The notion of "telemedicine" 

Telemedicine was born from the encounter between information and communication technologies and the 

clinical intervention of health professionals. The term indicates a complex of applications that allow 

remote interactions –in synchronous or asynchronous form– aimed not only at the diagnosis, treatment 

and prevention of a group always wider of pathologies, but also at the training, monitoring and 

administration of therapy, like, for example, remote physiotherapy. 

The progress achieved thanks to new technologies, which is also linked to the emergence of Artificial 

Intelligence systems, has led to the use of tools that allow to reach and monitor an increasing number of 

people with lower costs and to integrate health data with other personal data produced by each. Covid-19 

pandemic has highlighted this great potential of telemedicine and the need to make the most of the 

possibilities offered by telemedicine on the territory when physical access to hospital facilities or places 

of care is not useful or can even be harmful. 

In the immediate future, local telemedicine is destined to play a key role, both in the management of the 

backlog of visits, which have been suspended during the pandemic and from which clinics are now 

struggling to recover in good time, and in the preparation and response to any future health emergencies 

through the further development of organizational and care processes. Some operating modes may be 

useful, such as: detection through tools related to Internet, wearable devices, telemonitoring of Covid-19 

patients, implementation of a network of integration of general practitioners with the analysis laboratories 
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to perform a series of tests and the connection with assistance centers that act as main fully or partially 

automated hospital contact points. 

With regard to the Italian regulatory experience, it should be noted that article 8 of Decree no. 34/2020 

(Relaunch Decree) provided for the implementation of telemedicine to ensure the coordination of 

territorial and social-health activities at regional level. This regulatory intervention aims to avoid, a series 

of risks related to the effectiveness and safety of the technological tools used and to the guarantee of the 

fundamental rights and freedoms of users / patients and professionals involved in the treatment processes. 

However, there is not yet a complete legal regulatory framework for the discipline of telemedicine. This 

explains why in Italy there a stratified and uneven development of regional and local experiences is, at the 

operational and regulatory level, entrusted to the sensitivity and efficiency of the individual Regions. 

Positive examples are:  

(1) telemedicine platform for outpatient specialists of Lazio Region;    

(2) the authorization to install telemedicine service locations in Emilia-Romagna Region; 

(3) other regional projects (Lombardy, Veneto, Tuscany, Sicily, Valle d'Aosta) with the aim of optimising 

health care and telemonitoring of Covid patients.  

At the national level, with reference also to the existing documents at global level (WHO resolution 

"eHealth" in 2005) and at European level (COM 233 of 2018) the National Health Plan 2011-2013 can be 

cited. The National Guidelines on Telemedicine of 20/02/2014 may frame telemedicine as part of the 

process of computerization of health, but they do not provide for a complete and detailed discipline of in 

an evolving sector of strategic importance to the management of health emergencies. 

Finally, it is necessary to recall the Agreement reached at the State-Regions Conference on 17 December 

2020 concerning the updating of the national indications for the provision of telemedicine services. This 

Agreement certainly represents an important step forward with respect to the understanding between the 

Government, the Regions and the Autonomous Provinces of Trento and Bolzano on the aforementioned 

guidelines of 2014, that includes experiences lived during the pandemic. 

In particular, the Agreement aims to define the correct use of telemedicine services by identifying the 

following areas:  

(1) health emergencies (with regard to which telemedicine intervenes to manage the related activities by 

facilitating the management by healthcare professionals of critical patients directly at the site of recovery 

or in the nearest hospitals or health facilities, even if the latter do not have specialized services); 
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(2) control of pathologies of particular importance for the governance of the national health service 

(examples may indicate cardiovascular, respiratory, endocrinological and metabolic diseases, autoimmune 

diseases, rare diseases, psychiatric pathologies and psychological discomforts, disabilities, clinical 

conditions of surgical interest that require particular diagnostic activities in preparation for the 

intervention and/or specific procedures of control of the post-operative course); 

(3) accessibility to diagnostic services and continuity of care (since telemedicine services are able to 

provide services and transfer health information without making the patient move; this is very useful both 

in the case of chronicity, and in all those situations in which people need prolonged periods of assistance 

and/or support); 

(4) remote control and monitoring (as telemedicine allows to keep under medical supervision the patient 

classified at risk of developing certain pathologies or already suffering from pathologies with a significant 

risk of significant complications).  

The National Guidelines issued allow you to specify the differences between the different types of 

services. Compared to outpatient activities, remote interactions can take place between doctor and patient 

or between doctors or even between doctors and other health professionals and there are the following 

types: 

(1) televisit, a medical act in which the professional interacts remotely in real time with the patient, also 

with the support of a care-giver. The televisit cannot be considered automatically as a substitute for the 

first medical examination in presence and therefore it is to be considered limited to the control activities 

of patients whose diagnosis has already been formulated during the face-to-face visit. The doctor is 

entitled to decide to what extent the remote physical examination may be sufficient in the specific case or 

whether the completion of the same should be carried out in person. 

(2) Medical teleconsultation, a medical act in which the professional interacts remotely with one or more 

doctors to jointly examine the clinical situation of a patient, and which is primarily based on the sharing 

of all clinical data, reports, images, audio-video concerning the specific case. 

(3) Medical-health teleconsultation, when through a video call the requested health professional provides 

another or other professionals with indications for decision-making or for the correct execution of care 

actions concerning the patient.  

(4) Remote assistance by non-medical health professionals (it is based on the remote interaction between 

the professional and the patient by means of a video call). Teleassistance is mainly programmed and 

repeatable according to specific patient accompaniment programs. 
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(5) Telereportation, it is a report issued by the doctor who has subjected a patient to a clinical or 

instrumental examination whose content is typical of the reports performed in presence and which is 

written and transmitted by means of digital and telecommunication systems. The National Indications 

tend to define methods aimed at ensuring the correct archiving within a system of interoperability of the 

material produced in the examination and the related report that allows health personnel to recall and 

compare what has been performed previously, thus facilitating territorial collaboration. 

The agreement reached at the State-Regions Conference also establishes the service standards for the 

provision of telemedicine services and refers to subsequent documents the definition of homogeneous 

rules for further telemedicine activities considered of strategic importance for the National Health Service 

such as, for example, telerehabilitation, tele certification and telemonitoring. 

 

3. Challenges for the development of Telemedicine 

In order to strengthen an orderly development, respectful of the rights of the persons concerned and 

proportionate to the potential of this instrument, it is necessary to establish a regulatory framework in 

which fundamental issues such as: (1) the relationships between professionals and patients; (2) the 

relations between professionals and teams and related professional responsibility profiles; (3) the respect 

for the fundamental rights and freedoms of users/patients (privacy, correctness of services, right to self-

determination, informed consent to be provided in "digital" form in compliance with the GDPR, with the 

decisions of the Data Protection Authority and in view of the creation of a "code of conduct"); (4) the 

protection of individual and collective health in relation to necessary technical requirements and standards 

(referring to safety, reliability of technological systems, quality of data and surveys), with clear 

identification of responsibility in the event of malfunctions of the system;  (5) the remuneration for 

telemedicine services. 

The pandemic has highlighted how healthcare is an area that requires significant digital updating. The 

Italian Recovery and Resilience Plan (in application of Next Generation Ue) develops advanced 

telemedicine ecosystems, the backbone of strengthening territorial health and improving the standards of 

care of citizens and residents. The aim is to use telemedicine: (1) to implement territorial health care; (2) 

to enhance home healthcare. These areas of intervention constitute the evolutionary aspects of the reform 

already underway of the national health system. The lines of intervention to be followed consist in 

particular in carrying out the following operations: (1) to identify a shared model for the delivery of home 

care that makes the most of the possibilities offered by new technologies; (2) to create at each Local 

Health Authority (ASL) an information system capable of collecting clinical data in real time. 
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4. The advent of contact tracing apps 

The use of a particular technology can ensure more efficient contact tracing, while respecting the 

fundamental freedoms of citizens. In the first phase of the spread of the Covid-19 pandemic, the Immuni 

app was the contact tracing tool used in Italy with the aim of facing the health emergency through the 

tracking of positives. With regard to the development of this digital contact tracing tool, it should be 

remembered that this software must be considered as an "instrumental asset useful to contain and 

counteract the emergency, or in any case necessary in relation to the measures taken to combat it". 

The Three rules set by Europe for tracking are: (1) Bluetooth technology (and not geolocation); (2) 

anonymity; (3) voluntariness. In its operation, the Immuni app did not use GPS, but the Bluetooth low 

energy signal recorded by the apps of other users with whom the subjects came into contact. When a user 

was diagnosed as infected with COVID-19, his device transmitted the data to the server, which will 

inform other users that he is at risk of contagion. The system was managed by the Ministry of Health and 

the source code of the app was open source, meaning that anyone can study it. In addition, the app did not 

access the phone's contacts, did not ask for the number, and did not send SMS. The priority need was 

therefore to implement unitary prevention, an approach that can be deduced from the content of the 

Ordinance of the Extraordinary Commissioner for the Corona virus emergency, no. 10/2020, where 

reference was made to the identification of the "best digital and technological solutions available for the 

active monitoring of the risk of contagion", through the adoption, at national level, of solutions 

technologically able to monitor and counteract the spread of Covid-19. 

At an advanced stage it could be possible to achieve the creation of real health records (obviously 

electronic) on the basis of which to create a national system of diagnostics and treatment. In this regard, 

the app could act as a "clinical diary". However, this objective has not been achieved at the moment as the 

App has not been used by all citizens or in any case by a significant number that could have guaranteed 

the traceability of data. Subsequently, with the introduction of the vaccination certificate (so-called green 

pass) a tracing system of the vaccinated was created on the basis of the system previously implemented. 

Certainly, this system is considered more invasive, but justified, on the one hand, by the imposition of the 

vaccination obligation for different categories of operators and, on the other, by the limits imposed for the 

performance of a series of activities against those who are not vaccinated. 

 

5. Common profiles concerning the protection of personal data 
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The most important problem that arises regarding the electronic processing of health data is to ensure the 

security of information, especially if it refers to health data, which are qualified as sensitive. The 

European Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 defined 

the regulatory framework relating to the legal regulation of the processing of personal data and the free 

movement of such data, within which the discipline relating to health data is found. 

The analysis of the regulatory framework and its problematic aspects allows the definition of the possible 

evolutionary profiles related to the development of digital health, in the light of the need to prepare in 

time the measures deemed appropriate and adequate to avoid the possible imposition of static models of 

processing of personal data, which could entail, on the one hand, the risk of weakening the protection of 

personal freedoms and, on the other hand, hindering the development of scientific and clinical technology. 

Pursuant to article 5, n.15 of EU Regulation 2016/679 for data relating to health mean “personal data 

relating to the physical or mental health of a natural person, including the provision of health care 

services, which reveal information on his state of health”. The breadth of the notion of health data refers 

to the consideration, long established internationally, that the concept of health should be understood not 

as the absence of disease, but rather as a state of complete physical and mental well-being. This means 

that in the notion of health data must be included all information concerning the physical, mental and 

relational state of the person and, therefore, not only information properly relevant to health, current and 

past, "but also information of any kind from which it is possible to trace information on the health of the 

subject". 

A particular aspect is that relating to the consent of the interested party, on which the Authorities for the 

protection of personal data of the European Member State for the protection of personal data have 

recently been able to pronounce, regarding compliance with Regulation (EU) 2016/679. 

In addition, certain provisions governing the use of information technologies but not making the 

regulatory framework uniform are applicable. Telemedicine, for example, is one of the most evident 

expressions of technological innovation in the health sector, being able to facilitate access to services by 

the most vulnerable categories, i.e. by citizens residing in remote territories, and to ensure greater 

continuity of care, optimizing, in particular, the post-operative management of chronic diseases and 

activating appropriate mechanisms for the performance of emergency services. 

The evolution of telemedicine poses a series of legal problems. The protection of privacy and personal 

data that assumes particular importance, especially since the organizational model of telemedicine 

provides for the operation of a Service Center, which manages the information system, on the basis of 

which the delivery center carries out the related services. From this point of view, the integration that will 

be carried out at European level in the context of the revision of the general framework on the protection 
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of the confidentiality of electronic communications that the Commission has already launched in 2017 is 

necessary. This study could be the basis for the implementation of an organic European regulatory system 

for digital health, able to provide certainty to health professionals, healthcare facilities and patients. 

In general, according to art. 9, par. 1 of EU Regulation 2016/679, which includes data relating to health in 

the special categories of personal data, the principle of their prohibition of processing applies. Treatment 

is however possible when one of the cases indicated in par. 2 of the aforementioned article, which 

provides in the first place the hypothesis in which the interested party has given his explicit consent to the 

processing of such data for one or more specific purposes. Further, pursuant to what is established in 

letter (h) of paragraph 2 of the same article, treatment is possible when “it is necessary for the purposes of 

preventive medicine or occupational medicine [...] diagnosis, health or social care or therapy or 

management of health or social systems and services on the basis of Union or Member State law or in 

accordance with the contract with a health professional”. For the profiles that interest here, i.e., when the 

need for care or diagnosis occurs, the processing of health data not only is the prohibition lifted, but 

processing is allowed regardless of the consent of the interested party. The Italian Data Protection 

Authority has compiled an illustrative list of categories of health data processing that require the consent 

of the interested party, which include the treatments related to the use of medical apps through which 

"independent data controllers collect data, including health data, of the interested party, for purposes other 

than telemedicine, or when, regardless of the purpose of the application, the data of the interested party 

may have access to subjects other than  professionals or other persons bound by professional secrecy”. 
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